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The documentation and the software included with this product are copyrighted 2007 by
Advantech Co., Ltd. All rights are reserved. Advantech Co., Ltd. reserves the right to make
improvements in the products described in this manual at any time without notice. No part of
this manual may be reproduced, copied, translated or transmitted in any form or by any means
without the prior written permission of Advantech Co., Ltd. Information provided in this manual
is intended to be accurate and reliable. However, Advantech Co., Ltd. assumes no responsibility

for its use, nor for any infringements of the rights of third parties, which may result from its use.

Intel and Pentium are trademarks of Intel Corporation.
Microsoft Windows and MS-DOS are registered trademarks of Microsoft Corp.

All other product names or trademarks are properties of their respective owners.

Advantech warrants to you, the original purchaser, that each of its products will be free from
defects in materials and workmanship for two years from the date of purchase. This warranty
does not apply to any products which have been repaired or altered by persons other than
repair personnel authorized by Advantech, or which have been subject to misuse, abuse,
accident or improper installation. Advantech assumes no liability under the terms of this
warranty as a consequence of such events. Because of Advantech’s high quality-control
standards and rigorous testing, most of our customers never need to use our repair service. If
an Advantech product is defective, it will be repaired or replaced at no charge during the
warranty period. For out of-warranty repairs, you will be billed according to the cost of
replacement materials, service time and freight. Please consult your dealer for more details.

If you think you have a defective product, follow these steps:

1. Collect all the information about the problem encountered. (For example, CPU speed,
Advantech products used, other hardware and software used, etc.) Note anything abnormal
and list any onscreen messages you get when the problem occurs.

2. Call your dealer and describe the problem. Please have your manual, product, and any
helpful information readily available.

3. If your product is diagnosed as defective, obtain an RMA (return merchandize authorization)
number from your dealer. This allows us to process your return more quickly.

4. Carefully pack the defective product, a fully-completed Repair and Replacement Order Card
and a photocopy proof of purchase date (such as your sales receipt) in a shippable container.
A product returned without proof of the purchase date is not eligible for warranty service.

5. Write the RMA number visibly on the outside of the package and ship it prepaid to your
dealer.

Edition 1 Printed in Taiwan January 2008
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1. Visit the Advantech web site at www.advantech.com/support where you can find the latest

information about the product.

2. Contact your distributor, sales representative, or Advantech's customer service center for

technical support if you need additional assistance. Please have the following information

ready before you call:

Warning!

Caution!

Product name and serial number

Description of your peripheral attachments

Description of your software (operating system, version, application software, etc.)
A complete description of the problem

The exact wording of any error messages

Warnings indicate conditions, which if not observed, can cause personal injury!

Cautions are included to help you avoid damaging hardware or losing data. e.qg.

There is a danger of a new battery exploding if it is incorrectly installed. Do not attempt to

recharge, force open, or heat the battery. Replace the battery only with the same or equivalent

type recommended by the manufacturer. Discard used batteries according to the manufacturer's

instructions.

Note!

Notes provide optional additional information.

To assist us in making improvements to this manual, we would welcome comments and

constructive criticism. Please send all such - in writing to: support@advantech.com
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10.
11.

12.
13.

14.
15.
16.
17.
18.
19.
20.
21.

22.

23.

Read these safety instructions carefully.

Keep this User Manual for later reference.

Disconnect this equipment from any AC outlet before cleaning. Use a damp cloth. Do not use
liquid or spray detergents for cleaning.

For plug-in equipment, the power outlet socket must be located near the equipment and must
be easily accessible.

Keep this equipment away from humidity.

Put this equipment on a reliable surface during installation. Dropping it or letting it fall may
cause damage.

The openings on the enclosure are for air convection. Protect the equipment from overheating.
DO NOT COVER THE OPENINGS.

Make sure the voltage of the power source is correct before connecting the equipment to the
power outlet.

Position the power cord so that people cannot step on it. Do not place anything over the power
cord.

All cautions and warnings on the equipment should be noted.

If the equipment is not used for a long time, disconnect it from the power source to avoid
damage by transient overvoltage.

Never pour any liquid into an opening. This may cause fire or electrical shock.

Never open the equipment. For safety reasons, the equipment should be opened only by
qualified service personnel.

If one of the following situations arises, get the equipment checked by service personnel:

The power cord or plug is damaged.

Liquid has penetrated into the equipment.

The equipment has been exposed to moisture.

The equipment does not work well, or you cannot get it to work according to the user's manual.
The equipment has been dropped and damaged.

The equipment has obvious signs of breakage.

DO NOT LEAVE THIS EQUIPMENT IN AN ENVIRONMENT WHERE THE STORAGE TEMPERATURE
MAY GO BELOW -20° C (-4° F) OR ABOVE 60° C (140° F). THIS COULD DAMAGE THE EQUIPMENT.
THE EQUIPMENT SHOULD BE IN A CONTROLLED ENVIRONMENT.

CAUTION: DANGER OF EXPLOSION IF BATTERY IS INCORRECTLY REPLACED. REPLACE ONLY WITH
THE SAME OR EQUIVALENT TYPE RECOMMENDED BY THE MANUFACTURER, DISCARD USED
BATTERIES ACCORDING TO THE MANUFACTURER'S INSTRUCTIONS.

The sound pressure level at the operator's position according to IEC 704-1:1982 is no more than

70 dB (A).

DISCLAIMER: This set of instructions is given according to IEC 704-1. Advantech disclaims all

responsibility for the accuracy of any statements contained herein.
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1. Product Overview

1.1 Introduction

The ADAM OPC Servers support three communication protocol servers, including Advantech
ASCIl Command (AdamOPC), MODBUS/RTU (ModbusRTU) and MODBUS/TCP (ModbusTCP)
protocol. The servers provide the OPC interface for monitoring the ADAM-4000, ADAM-5000
and ADAM-6000 remote |/O series products. The ModbusTCP OPC Server is used for
Ethernet communication and the others are for serial port communication. Therefore, the
ModbusRTU and ModbusTCP OPC servers could be used for other devices which are
supported MODBUS/RTU and MODBUS/TCP protocol.

The servers provide several fields for specifying the properties of devices, groups and tags.
Those were implemented using advanced programming concepts of the most current
version of the OPC specification for use in developing next generation industrial software
applications.

1.2 Key Features of the ADAM OPC

Servers

Support Advantech ASCIl, MODBUS/RTU, and MODBUS/TCP protocol.
Compliant with the latest OPC Data Access 1.0, 2.04 and 3.0 standards.
Compliant with the latest OPC Alarm and Events 1.0 and 1.2 standards.
Built-in OPC tag simulation and value conversion.

Wizards to create OPC Server tags about ADAM series quickly.
Compatible with OPC client compliant application software.

Provides OPC custom interface.

Online configuration capability; add new signals and tags during runtime.

Tag Multiplier let you create tags quickly.

OPC DA and AE Client for rapid testing of your OPC data connections.
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1.3 System Requirements

CPU: Intel Pentium processor 200MHz or higher
OS: Microsoft Windows 32 platform

RAM: 64 MB RAM or higher

Disk: 10 MB of free local hard disk space
Microsoft .NET Framework 2.0

1.4 Hardware Support

ADAM OPC Servers mainly support ADAM-4000, ADAM-5000, and ADAM-6000 series data

acquisition modules. The detail is as the following tables.

t'%? AdamOPC OPC Server
The Advantech ACII protocol is used for the ADAM OPC server.

ADAM Product Series Modules

ADAM-4000 Series : ADAM-4011/D ADAM-4052
ADAM-4012 ADAM-4053
ADAM-4013 ADAM-4055
ADAM-4015/T ADAM-4056/S/SO
ADAM-4016 ADAM-4060
ADAM-4017/+ ADAM-4068
ADAM-4018/+/M ADAM-4069
ADAM-4019/+ ADAM-4080/D
ADAM-4021 ADAM-4117
ADAM-4024 ADAM-4118
ADAM-4050 ADAM-4150
ADAM-4051 ADAM-4168
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ADAM-5000/485
ADAM-5000E

ADAM-5013
ADAM-5017/+/H/UH
ADAM-5018/+
ADAM-5024
ADAM-5050
ADAM-5051
ADAM-5052

ADAM-5055
ADAM-5056
ADAM-5060
ADAM-5068
ADAM-5069
ADAM-5080
ADAM-5081

] ModbusRTU OPC Server

The MODBUS/RTU protocol is used for the ModbusRTU OPC server.

ADAM Product Series Modules

ADAM-4000 Series ADAM-4015/T ADAM-4068
ADAM-4017+ ADAM-4069
ADAM-4018+ ADAM-4117
ADAM-4019+ ADAM-4118
ADAM-4024 ADAM-4150
ADAM-4055 ADAM-4168
ADAM-4056/S/SO

ADAM-5000/485 ADAM-5013 ADAM-5055

ADAM-5000E ADAM-5017/+/H/UH | ADAM-5056
ADAM-5018/+ ADAM-5060
ADAM-5024 ADAM-5068
ADAM-5050 ADAM-5069
ADAM-5051 ADAM-5080
ADAM-5052 ADAM-5081

Advantech OPC Server User Manual




E ModbusTCP OPC Server

The MODBUS/TCP protocol is used for the ModbusTCP OPC server.

ADAM Product Series Modules

ADAM-5000/TCP ADAM-5013 ADAM-5055
ADAM-5017/+/H/UH ADAM-5056
ADAM-5018/+ ADAM-5060
ADAM-5024 ADAM-5068
ADAM-5050 ADAM-5069
ADAM-5051 ADAM-5080
ADAM-5052 ADAM-5081

ADAM-6000 Series ADAM-6015 ADAM-6050
ADAM-6017 ADAM-6051
ADAM-6018 ADAM-6052
ADAM-6022 ADAM-6060
ADAM-6024 ADAM-6066

1.5 Installation of Advantech OPC Server

The configurators of Advantech OPC Server series are developed by Microsoft .NET
Framework 2.0. Before installing the servers application, user has to install Microsoft .NET
Framework above version 2.0 firstly. Otherwise, you will see the following message.

ModbusTCP OPC Server - InstallShield Wi E[

i Zannot find the Microsoft JMET Frmaework abosve wersion 2,01
Please inskall \NET Framewaork before using the application,

If you want to install Microsoft.NET Framework first, click “Yes” button. If Microsoft.NET
Framework will be installed latter, click “No” button to install the application first.
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Exit Setup

' E Are you sure you wank ko cancel the setup?
L

Then you can push “Next >” button to install the application step by step.

ModbusTCP OPC Server - Installshield Wizard

Welcome to the InstallShield Wwizard for ModbusTCP OPC Server

will inztall kad b 2l On Your computer. To continue,

Cancel

InstallShield < Back ”

Please follow the step of setup process.
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2. Configuration of the OPC Server

There are two main parts of each OPC server. The one is run-time server, and the other is
OPC configurator. During installing the OPC server, the install package register server and
important OPC interface. User could modify the OPC tag configuration by configurator. When
some OPC clients connect to the server, the run-time server will start automatically.

2.1 Registration

When user launches the OPC configurator at first time, please key in the 16 characters serial
number to register, or you only can use Demo version with basic functions. The serial
number will be printed on the CD surface. Please check the numbers. Then you could modify

the OPC Configuration. When you use the demo version, the OPC server will have a 2 weeks
limitation.

& Register AdamOPC x|

If you run the Demo version, you will see the message. The demo version has setting
limitation. Customers can get the full function after registering.

Information

L] 'j The registration ke waz not found! The advanced function will be dizable!
L

Title and Active Database

: Advantech AdamOPC Configurator Yer 3.01.006 - [CADocoments and SettingsALG TiMy Docoments\ADAM] mdh]

On the title of the configurator, there are information of version and active database. And
you can see what kind the OPC server is from the icon.

The active database is the database that the runtime server will use when started. The active
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database may be the same as the database currently edited in the configurator. You can
work on any database inside the configurator, while the runtime part has its own active
database. Next time the server runtime part starts, it will use the active database for all its
operations. Before the active database is actually set, the program asks you to confirm the
setting. The dialog box that is invoked looks like this:

Active database confirm dialog

9P Curent active datebasze i C\Documents and Settings\LG T Documentsmod busE T mdb.
» Active databage iz the databage that the server will load when started .

Currently edited database iz C:\Documents and Settingsl.G Ty Documentsimod busE TUZ mdhb.

Do apon weant to set edited databage asz active databaze?

2.2 Menu and Toolbar

| Fle Tools -About

Déﬂl \%

® File
New
Create a new Microsoft Access database.
Open
Open an existing database.
Save
Save current database under different name.
Exit
This function will terminate the configurator

® Tool
ADAM-Wizard
Create an ADAM device quickly
Set Active Database
Active database is the database that the server will load when started. This function
will set the current edit database as active database.
Multiply
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Multiply the selected item.
Options
Set the configurator setting

® About
Register OPC Configurator
Input the serial number to unlock formal version.

Tree view configuration
® Address Space
You can configure the OPC Configuration under the Address Space tree. When the OPC

client connect to the server, it can browser the configuration of server as user set.

2= Advantech AdamOPC Configurator Yer 3.01.005 - [CDocuments and Settings\LG Ty DocumentsimodbusR T mdb] (=13

File Tools About
Hame Simulate  File Name = Baud Rate Bute Size | Panty Checking | Parity Scheme | Stop Bits
+ ? ﬂCOMl Ho WMZOM1 9800 ] No Hone 1
i#-{J Device Parameters FcoMz Ha WACOMZ 9600 & No Mo 1
-4 Bimulation $ignals
@8 Alarm Defindtinns
w4 | Templates
Readyr [ Object(s)
4 Ports

Port is equivalent to a physical serial port in the computer. To correctly configure port
means to set up serial port as a file name, Baud rate, Transmission mode (ASCIl or RTU
for ModbusRTU server), Stop bits and Parity scheme. Parity checking enabled
unchecked will force the server to ignore the parity bits in the message. The
ModbusTCP server does not have the property.
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&% Advantech AdemOFC Configurator Yer 3.01.007 - [C:ADocuments and SeHings\LG Tty DocumentstmodbusRTUL mdb] (=19

File Tools About
S R
= E‘@ x‘\dd Space Hame Simulate Address Eead Timeout Write Timeout  Timeouts to Svspend | Suspend Perind
- () | #iADAM _S000E No 1 1000 1000 3 60000
COM2
- A} Conversions
=] I’r Device Parameters
-4 Bimulation Signals .
@] Alarm Definitions m 1 COM I
| Templates Transmission mode
Simulate: [[] © 4scI ® R0
Setting
File Hame: WICOMIL v
Baud Rate: [og0n Bl
Stop Bits: 1 2|
Parity Scherme: e 2|
Parity Checking:
Realy ' 1 Object(s)
il Devices

Every device is connected to particular port, so it logically creates second level in the
Address Space tree. Again, the device is represented by its symbolic name. Also, it is
uniquely identified by the Address value. It is impossible to have two devices with the
same (IP) address connected to on port. Setting up Device requires configuring its
unique (IP) address, type, timeouts and optimization parameters.

Device Type

There is a group of six predefined standard device types enhanced with Other (any)
and Custom options. Device with the most limited parameters and the lowest
performance is called Other (any) alternative. If you have devices that are among
the list of pre-defined Modicon types, use Custom option and select from
Parameters combo one of device types predefined by user. For instruction on how
to create new or edit predefined device, see Device Parameters chapter below.

Timeout
Timeout parameters (separately for reading and writing message) specify period

length server will wait for response from devices.

Optimizations

The server tries to optimize the communication with the devices by requesting as
much data as possible in one message. Consecutive registers are merged together
into one request for efficiency. The server also can read registers that are not really
requested, if this allows it to join two blocks of requested registers. The numbers
entered under Optimizations specify the maximum block length of adjacent unused
data.
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dvantech AdamOFC Configurator Yer 3.01 005 - [CADocuments and Settings\L G TiMy DocumentsimodbusR T mdb]

File Tools About
iy 5 RN
=28 Address Space Wame Simulate
COMI ~50_AdamS051 No
-l ADAM_S000E =1 Hon Ho
i ? O3 52 Mon o
-4 Conversion: =53 MNom Na
&3] 1’; Device Parameters -
54_Non o
-4 Bimulation Signals e N
@8] Al Definitions s Lol 3
& Templates S6_Non No
—=57_Non No
| Weme: [4DAM_5000E
|
Simulate: [] Addmess |1 3
Dievice Type
Paremeters:
Bits: | | The numbers indicate how mnch mused rlaia
—————————' | can be transferred in one message fo
Words: i | together address that are close but not arl]acent
Timeonuts (ms)
Read: ;1_0_00- | Timeouts o suspend: |3 _|
Write: (1000 Suspend period i
[ Use template
[0
Feady Cihject(z)
Folders

Folder is an object that can group items that logically belong together. Moreover, user also
can use the template configuration which is preset.

: Advantech AdamOPC Configurator Yer 3.

007 - [CADocuments and Settings\LG T\My DocumentstmodbosE TU1 mdb]

File Tools About

SN A

=518 Address Space ~ Stmulate  Locatoin Type  Starting Sddress | Modbus Type -

=g Conit Ho Coil (bit, thw) 1 EOOL

=1l ADAM_S000E o Coil (bit, v} 2 EOOL

No Coil (bit, ) 3 EOOL

No Coil (bit, ) 4 BOOL

No Coil (bit, ) 5 BOOL

No Coil (bit, 4 6 BOOL

No Coil (hit, ) 7 BOOL

No Codl (hit, ) 8 BOOL

No Coil (bit, i) 8 EOOL

No Coil (bit, i) 10 BOOL

No Codl (bit, s 11 EOOL

No Coil (bit, ) 12 BOOL
No Coil (bit, ) 13 BOOL v

F Hame:  [SD_AdamB051

Simulate: []
S1_Non
29 Hon [] Uz template
53 _Non : t
54_Non
$5_Non

36_Non L
| 87_Non |
4 comz

[ Conversions
&) I’r Device Parameters

(-0 Simulation Signals [
Ready 16 Object(s)
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Data Items
Data Item represents a register in the device or a range of register. A symbolic name and
description is associated with the data item. OPC Client can obtain the data item
description. New data item creation requires configuration of the following properties:

Location type

Location type is a type of a register in the device. Device registers are divided into
Coils, Inputs, Input Registers and Holding Registers for Modbus OPC server. For
AdamOPC Server, you can set the ADAM product properties (Such as module type,
|0 type, channel, and slot index.) of data item.

Modbus type

The location type will be understood as Modbus type. Modbus data type also
depends on the Location type selected. When selecting Modbus String type, user
has to specify the data length (how many bytes will the String is represented by).

Starting address

Starting address value specifies the data item address (register number) in the
device data space.

With the UINT Modbus type, it is possible to extract bits from the register and use
them as a Boolean or integer value (this functionality is read-only). The user can
specify a group of Count adjacent bits inside a word starting with Bit #. This way, it

is possible to use a register for several separate data items.

Simulation

To test the client functionality, choose a Simulation Signal from the Signal
drop-down and check Simulate check box. See chapter Simulation Signals for
setting the simulation signal. All levels in the Address space (port, device, folder,
data item) support process of simulation (Simulate check box). Parent list in the
tree is superior, has higher priority when deciding to simulate the data item or not.
In other words, data item is simulated, if it itself has a Simulation checked, or if any
of its parents has Simulate checked (it may be simulated even if its Simulate check

box stays unchecked).

Manual
If check, data item will offer constant parameter value, because Manual setting is of
the highest priority. The changes in the configuration take effect only when the

server reloads the configuration (on startup).

Use conversion

To get the data value converted according to a prescribed form, choose one of the

predefined or user-defined conversions. See chapter Conversions for more details.
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Generate Alarms

Check Generate Alarms box to make the server generate Alarms based on the data
item value. Message prefix parameter is the text of the message for this data item;
it will be followed by the text configured for a particular alarm type. The second
part of the alarm message will contain Message Body string (see Alarm Definitions
below). The server allows to have any number of Alarm Definitions (templates)

predefined. You can combine one of them with the specific tags.
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The data item dialog of ModbusRTU Configurator.

o 2 y ==
% u Advantech AdamOPC Configurator Yer 3.01 006 - [CADocuments and Settings\LG TiMy Documentsimod busE TU1 md b] l- ” im} ”§|
File  Tools About
| | '« &
B4 Address Space
i I T
=4 CoM1 [cHO |
=0l ADAMA06E
CHO e
(-] Conversions Lenrion I |
- IT Dievice Parameters o o
B i & Btartaddr:  [17] - Location Type
- L | o
#-@5 Llarm Definitions ~ | ® DxoxCol [] Bit field
- Template Simulate e
ol <P RS o ) 1o Input bitg
s. : l—l e
£ IM— gned> i () Zroooc Input registers Sl _i
] Manual () droooc Holding registers .
Value: | | Modbus Type
L —
@®BOCL  UIT INT B -
Ready 0 Object(s) i

The data item dialog of AdamOPC Configurator.

7= Advantech AdamOPC Configurator Yer 3.01.007 - [C:\Documents and Settings\LG Ty DocumentstADAM1 mdb] (=19
File Tools About

IBE| \ G

= S8 Address Space
=g comM1
=0l ADAM_4018
"
AT
ii i [ Simlate Location Type

Description: i i

A4 Sigml: | Nothsigned>  ¥|  Module: | ADAM-4D18AMM11 v |
AIS —
AL [ Manual  TEETEEEEE
) B AI7 Tali | |

(-4 Conversions -5 -
-4 Stolation Signals ) i
@) Alsrm Definitions [ Cenversion

[ Generate Alarms

Ready ﬁ Object(z) 2

I Conversions
User could tell the server to convert device data value simply settings the following
properties:
There are two types of units:
EU: engineering unit (client scale)
IR: instrument range (device scale)
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None conversion converts the data into float data type, but does not change the value
itself. Linear or square root conversions keep a linear or square root relation between EU
and IR. If clamping is on, the data value will be limited to its High clamp/EU value, when it

exceeds the upper limit, and similarly with Low clamp parameter.

;’-; Advantech AdamOPC Configurator Yer 3.01.005 - [CADocuments and Sethings\LGT\My Documents\ADAM] .mdb]
File Tools About

S R

B4 Address Space

Y/>< eme:  [Conv_Ademd016AI

o Tupe of conversion

| ADAM_4016 () None (make float) () Lingar ) Square mot

00 Conversion Parameters
C0 El IR

SIS

032 High |200000 High [20.00

=] Conversions
o Nome (toffrom float)
. Default Linear

Low |-20.00

4 Defanlt Square Root Clamping ~lam et
i d: O o . [_ ....... e
(%) Clamp on ET e
() As specified ; [g
Ready m?t(s)—

;’-; Advantech AdamOPC Configurator Yer 3.01.005 - [CADocuments and Sethings\LGT\My Documents\ADAM] mdhb]
File Tools About

S R
=58 AddessSpace ||
=g comM1 |aro |
-l ADAM_S000E
& S
& Description: | |
- Location Type
Module: [ ADAM-4016 |
Type: I"hmlt:ug Input v|
: c T |
= Z Conversiong = ) L |
) Wome (todfrom float) DI B ]
*, Default Linear B e Slot:
.| Defanlt Bguare Foot
e U Conv_Adamd016AT [] Grenerate Alsrms
[0 Btmulation Signals s ; [
(- @8 Alarm Definitions (e |
Ready 10 Object(s) ST

iT Device Parameters
Device Parameters directory contains the list of custom device types. Device parameters
influence the behavior and performance of the server for the device. The meaning of
numbers in the device parameters dialog is the maximum amount of data that can be
transferred in one message. Setting the value equal to zero means force the server to use

single read/write messages only.
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: Advantech AdamOPC Configurator ¥Yer 2.01 005 - [CADocuments and Sethings\LG T\My Documents\modbusE T _mdh]
File Tools About

D 8
[ E‘@ Address Bpace —_— .
1] Convrersions i E Name:  |Ideal |
-J 7 Device Passmeters u :
| & dimple
i ot [deal The numbers below are mascinum amouits of data that can be transferred in one message.
I 2 SwapBits Specifying 0 (zero) metructs the server to vee single readvrite only.

+-4> ) Simulation Fignals
@8 Alarm Definitions Bead Write

| Templates N —
{0 Coils: 12040 = ({02 Codls: !2040 |

-
13 Inputs: [0 A
(1) Inpui I 4

—.
{43 Holding registers: [12? = {4) Holding registers: ii’i'? a] |
{3x) Input registers: !'12? -

[ Word swap {3waps the first word with the second when readingfwriting DINT, UDINT or float values.)
|:| Swap bits (Reverses the order of bits in word-szed values)

Feady 0 Objectiz)

= Simulation Signals
There is a wide range of simulation signals offered. You can select from them in the Type
group of radio boxes.
Read Count is incremented by one every time when the item is read (Write Count
increments when the item is written). Random generates random value within the
Amplitude range starting with Position. Ramp, Sine, Square, Triangle and Step are
periodical signals. Their time behavior is influenced by Period and Phase parameters.
Period specifies the signal frequency, while Phase moves the signal origin on the time
axis.Square and Triangle signal types have one more parameter: Ratio. Ratio defines
Triangle signal steepness, or Square signal H/L proportions. # of steps parameter of the

Step signal defines a number of steps signal amplitude will be divided into.

: Advantech AdamOPC Configurator ¥Yer 2.01 005 - [CADocuments and Sethings\LG T\My Documents\modbusE T _mdh]

File Tools About
D 8
] E‘@ Address Bpace -~ — 5 . -
[/ Conversinns \.: Name: | 100%3tep(T)

+-| F Device Parameters

=4 Simulation Signals
= | ReadCount Type f i
= | WriteConnt ) RPerd Conat Position: [0 |
| Rendom . =
= Remp(T) O Write Comnt goivge: (100 j
= Sine(T) O Random i )
2] Sawar(D) O Ramp Heic: ! |
= | Triangle(T) . i
= Sep(T) O Sine Phase (deg): [0 |
= | 100*Ramp(T} O Square - r |
= 100*Random : atin: |0.23333333333333>
= 1 100%3ine(T) Or ;
= (® #ep # of sep: 3 |
= 100#8ine(TA0) M

Ready 10 Object(s)
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& Alarm Definition
Alarm definitions are divided into two alarm template type: Digital and Limit (Analog)
alarm definition. Digital alarm can be defined for data item of BOOL type only, while Limit

alarm definition for the rest except String data type.

=1 Digital alarm definition
Update rate parameter defines the frequency of checking the data item value, and
possibly responding with sending the alarm message.
User can request the alarm when the value equals to TRUE or FALSE, define the Message
body that carries the information, and Severity, which is the alarm message importance.
The Severity value ranges from 0 to 1000.
Checking Return to normal will generate a separate alarm message when the data item
gains the opposite value.
Req. Ack. Tells the client that the alarm requires an acknowledgement. Then alarm

message can be not only sent, but also acknowledged, etc.

& Limit alarm definition
Limit alarm parameters can have subranges within the data item amplitude. Every
subrange definition includes Message body that will be appended to the alarm message,
the Severity of the alarm and Req. Ack. flag.
Deadband prevents the server from generating huge amount of alarm messages and
overloading the clients when the signal oscillates around one of the limits specified.
Deadband value extends the limit zone. It results in sending only one alarm message even

if the signal oscillates.

= Advantech AdamOPC Configuraior Yer 3.01.005 - [CADocuments and Settings\LG T\My Documents\modbusRTU1 mdb] (=13

File Tools About

5 8
B Adduess Space - R
(4] Comversions 651 MWame: | Defanlt Digital &larm (on TRITE)D
-7 Device Parameters - - -
- Shmmlation Siznals
=@/ Alarm Definitions Updats rate(ims): (2000 2
5 Defanlt Limit Alarm (0-10-90-100) - = -
& Demo Limit Al B
& Ensble
3:1 Derno Digitel Alarm Talue: Messaze bodw: Severity: Req. Ack:
w1 Faster Digitel lorm (on TRUE) e e T
on | Templates 5.Tm (1.).. i | :F)xgmlﬁlam il ]
[] Return to normal:  |Return to Nommal
Eeady 0 Objectiz)
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= Advantech AdamOPC Configurator Yer 3.01.005 - [C:\Documents and Settings\LG TtMy Documents\modbusR TU1 mdh] =1E3

File Tools  About

Y R 1)

[+ E‘@ Address Bpace =
(-7 Conversions = | MName: | Defoult Limit Alsrm (0-10-90-100)
(- Device Parameters e - - -
[#-0 Bimulation Signals
=@ Alsom Definitions Update rate(ms): 2000 = Deadband: [
8 e fanlt Limit Alarm (0-10-90-1000 E 5 >
Do Limit &lsom Limit alarm definition

Faster Limit &larm (0-10-90-100) Limit:  Walve: Message bod: Severity: Feg. fick:
w1 Default Digital Alarm {on TRUE)

Bolam

@1 Demo Digite] Alarm HiHi (100 | [HiHi Level Alarm | [es00 = O
w1 Faster Digitel &lorm (on TRUE) _ =
| Templates Hi o fog Hi Level Alamm o0 A O
[ Return to normal: |Retorn to Normal
Lo |10 | (Lo Level Alarm 1[0 =] O
LoLo [n LoLo Level Alarm | [250 = O
Ready 10 Object(s)

it Templates
* Simple Template Folder
% Parameterized Template Folder
ModbusRTU and ModbusTCP Server provide template configuration. User can preset the
configuration of folders and data items as templates which is used to common similar
structure. The template can assign to device or folder under Address Space. There are two
type templates. One names Simple Template Folder, and the other names Parameterized
Template Folder. The difference between the two templates is “Start Address Base”. The
Start Address Base means that the Modbus start address base of data items. So the
Modbus addresses of the data items under Parameterized Template Folder mean offset
addresses. “Parameterized” represents the “Start Address Base” parameter.

If you apply the template to device or folder, OPC client can monitor the template
configuration under the assigned device or folder. You can see the following example.
There are two devices under COM1. One is created by wizard; the other is created by
template. Open AdamOPC Browser, you can see the difference of configuration. But the

purposes and results are the same.
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.m. Advantech AdamOPC Configurator Yer 3.01.007 - [CADocuments and Sethings\LG T\My Documents\modbusE TU1 .mdb]
File Tools About
= | |« &3

= E‘ﬁ Address Space Hame
= oMt
&l

(mm
07| Name:  [ADAM_4068_Template Resst
fil |

: Simulate: [ g [! 3
<l ADAM_4068_Template Device Type

(-1 Conversinns EE—

. 1 .
-} § Device Parameters Tupe: | Other (any) v Paremeters:
) ‘\j:; Stmulation Signals
(- @8 Alarm Definitions Optimizations
gy | Templates Bits: !160 | | The mombers indicate how much mnsed dats
= | can be tremsferred in one message to merze
= b 2 A(?I‘.?DI\“DSS Words: |5 | together address that are close but not adjacent.
cHl _
CH2 Timeouts (ms)
CH3 Read: (1000 | Timeouts to suspend: |3
CH4 ) _ |—|7
CH5 Tl rite: EIDDD | Suzpend perind: 50000 |

CH7 Use template
(&) Simple template
() Parameterized template

Start address base: |

Ready ﬁ Object(z) =

#%) AdamOPC Browser g

View  About
2 mi2)
Birowser
Data hooess 2. XE -

=S Lacal Servers
4 Advantech AdamCPCDA

OPC Server

>

= [ ADAM_4068_Template
[ Je: ]
Z cH
Z cHz
Z cH:
2 cHe
Z cHs
Z cHs
a o
= (] ADAM_4068_Wizard
@ oDoo
Z oot
Z D0z
Z D0z
Z D04
ZD0s
2 D06
Z oot
- 7 BoudRat:
7 Bytslize
7 Fil:Name
-2 OutChFlow
7 ParityChecking
7 ParityScheme
7 Rt:Control
7 StopBits
- 23 Adventeh ModbusTCFDA
- B3 ICONICE ModbusOFCerverd
- OFC DaVrapper —
- OPCiample NET DaServer. Wrapped
- 2§ OPCiample OpelaZ0erver
=1 N

Ready 1 Object(s)

(3

Note: User should notice the following information message when want to delete Conversions,
Device Parameters, Simulation Signals, Alarm Definitions and Templates. Take the example for
deleting template. The delete error message is show because there are some devices or folders

22 Advantech OPC Server User Manual



use the target template.

: Advantech AdamOPC Configurator Yer 3.01.007 - [CADocuments and Sethings\LG T\My Documents\modbusE TU1 .mdb]

File  Tools About

BE A

using the template. Before deleting the template, user has to disable “Use template” or do not

= S8 Address Space

= oMt
= [l ADAM_4068_Wizard

<l ADAM_4068_Template
(-] Conversinns
[ IT Device Parameters
(4> Simulation Signals
@8] Alarm Definitinns
=

Stmulate  Locatoin Type
Ho Coidl {hit, thw)
Ho Codl (hit, tiw)
Ho Codl (hit, thw)
Ho Codl {hit, tiw)

Starting Address Modbus Type
17 BOOL
18 BOOL
19 BOOL
20 BOOL

T2

[IE4

\, Name: ist_ADAMmﬁS

Ready

E Object(z)

File  Tool: About
= Y
= Eﬁ Address Space Bimulate  Locatoin Type  Starting Address Modbus Type ]
= 4 comt _ No Coll (bit, s} 17 BOOL
=il ADAM _4068_Wizand Mo Codl (bit, ) 18 EOOL -
No Coil (bit, thv) 19 BOOL
CH? No Coil ibit, ) 20 BOOL w
\, Neme:  [st_ADAMADES
) Description:
i {0l ADAM_4068_Template
# 2| Conversions
= IT Dievice Parameters
[ , Simulation Signals
- @8] Alarm Definitinns
=4y | Templates : . y
Failed to delete. Can not set the configuration of databaze!
=y st_ADAMADGS Please check if any devices, folders, or dataitems use the mlected items.
Ready 13 Object(s) =
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:-. Advantech AdamOPC Configurator Yer 3.01.007 - [CADocuments and Sethings\LG T\My Documents\modbusE TU1 .mdb]
File Tools About

S R

B4 Address Space e
= CoM1
=il ADAM_4068_Wizard

Do

Dol

Do 2

D3

DO4
0 5
183} y
07 Stmlste: [] kddmss |1 =

(il ADAM_4068_Template Device Type

+-/) Conversions e .
’r Device Parameters Type: |Other (any) | Paremeters:
@8 Al Definitions Ciptimizations

I=l < |
'f"lll Name:  [ADAM_4058_Template | Resst

e

Lpply

|
-]
)

=ay | Templates Bits: E'iED | | The mombers indicate how much mnsed dats
=y st_ADAMA0GE —_—

= — | can be transferred in one message to merge
& cHo Woaords: |5 | together address that are close but not adjacent.

|

CH1 5

CH? Timeonts (ms)
CH32 Read: |
CH4 ;
2 CHS
@ cHs
CHY

Ready 10 Object(s) :

Monitor View
88 Display monitor view
User can push Display monitor view button to monitor the data items of target device
or target folder. The value and quality of data items are showed in the list view by
callback of the OPC server. If the button is pushed up, configurator stops monitoring.

Therefore, you also could modify the update rate of monitor view items in the options
dialog.
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Advantech AdamOPC Configurator Yer 3.01.005 - [CADocuments and Settings\L G TiMy Documents\ADAM ] mdb]

File Tools About

=Y =IENY

=S Address Space Simulate  Locatoin Type  Locstoin Address  Diats Type
= COMI Na ADAM-4052 1 EOOL
Mo ADAM-4052 2 EOOL
No ADAM-4052 3 EOOL
Mo ADAM-4052 4 EOOL
Mo ADAM-4052 5 EOOL
Mo ADAM-4052 6 EOOL
Mo ADAM-4052 7 EOOL
Mo ADAM-4052 8 EOOL
Y [4DAM_4052
nll | A ! Ee
il |
Simulste: [] Address |1 % | [ Checksum
Timeouts {ms)
Read: I_IDDD | Timeouts to suspend: I—g |
Wite: 1000 | Suspend period: 60000 |
Ttem ID Value Timestamp Quality Subguality Limit
COM1.ADAM_4052 D10 False 0084422 FF 012308 Good Nat-spesific Not Limited
COM1.ADAM 405201 1 False 008442 FF01:2308  Good Nat-spesific Not Limited
COM1.ADAM 405201 2 False 0084/42 FF 012308 Good Nat-specitic Not Limited
COM1.ADAM_4052 D1 3 False 20084/22 FF 012308 Good Nat-spesific Not Limited
COM1.ADAM 4052 DI 4 True 008442 TF01:2308  Good Nat-spesific Not Limited
COM1.ADAM 4052 DI 5 Folse 008442 FF01:2308  Good Nat-spesific Not Limited
COM1.ADAM 4052 DI 6 False 0084422 FF 012308 Good Nat-specific Not Limited
COM1.ADAM 4052 DI 7 Fals= 0084422 FF01:2308  Good Nat-spesific Not Limited
Ready E Objectiz) =
belodtor wiew setting
Update Bate: 1o00 A | ()
w
| OK | | Cancel |

25

Advantech OPC Server User Manual




2.3 Quick Start

There are two ways to configure the OPC devices, folders, and data items. User could add
each sub-tree node step by step or use ADAM-Wizard quickly to establish OPC configuration.

Add data item step by step
You can retrieve channel data from any ADAM module listed steps.

Step 1: Add New Port (Except ModbusTCP OPC Server).
Step 2: Add New Device.

Step 3: Add New Folder  (Optional)

Step 4: Add New Dataltem

Suppose you want retrieve the ADAM-4068 with MODBUS/RTU protocol and your PC uses
COM1 to connect with the device. You can do as the following steps.

Add new port from Address Space. You can name the Port and configure the COM port
setting.

:-. Advantech AdamOPC Confignrator Yer 3.01 006 - [CADocuments and Settings\LG Ty Documentsimod busE TU1 md b]

File Tools About

A Cone
] I’r Dievice Parany

- BB B
'Sﬁ

L3 R

Ready [T Objects
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:': Advantech AdamOPC Confignrator Yer 3.01 006 - [CADocuments and Settings\LG Ty Documentsimod busE TU1 md b]

File Tools About
5 HE | &
B4 Address Space Warme
g com1

(-] Conversinns

=) IT Device Parameters

(-4} Simmlation Signals

@8 Alsrm Definitions

s | Templates @ Name: ICOMI
Stmulate: []
Setting
File Hame:
Band Rate:
Stop Bits: |_1 v
Parity Scheme: EDEE v
Parity Checking:
Ready 1 Obect(s) .

Add new device from target port. You can configure the device setting. Make sure the

address of ADAM-4068.

:': Advantech AdamOPC Confignrator Yer 3.01 006 - [CADocuments and Settings\LG Ty Documentsimod busE TU1 md b]

File Tools About
5 HE | &

= Si8 Address Space

o 77 o I

=+ IT Device Fa h o =

(-4 ) Simmlatio:

@8 Al De Delete

Templat @ Name:  |COMIL
] T |
Stmulate: [
Setting
File Name: |ﬂ:6m 3
Band Rate: |—96_DD_ v
Stop Bits: |_1 v
Parity Scheme: Eom v
Parity Checking:
Ready 1 Obect(s) .
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:': Advantech AdamOPC Confignrator Yer 3.01 006 - [CADocuments and Settings\LG Ty Documentsimod busE TU1 md b]

File  Tool: About

R S
B4 Address Space Name
= CoM1
il ADAMA406S
(-1 Conversinns
=) IT Device Parameters
(4> Simulation Signals
@8 Alsrm Definitions
os | Templates hl"' Iii T
Simulate: [] Address: |1 3
Device Type
Type: |Other (amy) v| Paremeters:
Ciptimizations
Bits: (160 | | The mumbers indicate how much wnused data
L | can be transferred in one message to merge
Words: |5 | together address that are close but not adjacent.
Timeouts {ms)
Read: [1000 | Timeouts to suspend: i3 |
|
| N
Write: |1000 Suspend period: |&0000
[] Usz template
Ready ﬁ Objectiz) 5

Add new Data Item from device node. You can configure the data item setting. Choose the

location type and MODBUS start address of ADAM-4068.

:': Advantech AdamOPC Confignrator Yer 3.01 006 - [CADocuments and Settings\LG Ty Documentsimod busE TU1 md b]

File  Tool: About
R S
B4 Address Space Name
= COoM1
(-] Conversinns
=) IT Device Parameters A
(4> Simulation Signals
@8 Alsrm Definitions Delste
Tah
d| Temp F “i Nems:  [ADAMA0GE
Simulate: [] Lddress: !1 i
Device Type
Type: |Other (amy) v| Paremeters:
Ciptimizations
Bits: (160 | | The numbers indicate how much wnused data
L |can be transferred in one message to merge
Words: |5 | together address that are close but not adjacent.
Timeouts {ms)
Read: [1000 | Timeouts to suspend: i3 |
|
| N
Write: |1000 Suspend period: |&0000
[] Usz template
Ready ﬁ Objectiz) 5
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: Advantech AdamOPC Configurator Yer 3. 01 006 - [CADocuments and Settings\LG T'My Documentsimod busE TU1 md b]

File  Tools About
5 E s 8
B4 Address Space
= coMl cro |
ADAMAOGE
i CHO e
(-1 Conversinns Lo | | ADT
& IT Device Parameters - - .
(-0 Simulation Signals Startaddr.: I'1?| 7 Location Type
@8] Alarm Definitions S O [ Bit field
“ogu| Template Simulate
e tempaks U ) 1o Input
Signal: i
ignal: | <Not Lssigned = w O3 e
[] Manusl () droooc Holding registers
[ | Modbus Type
: ® BOOL
Ready ﬁ Object(z) ST

You can use “Multiply” function to add other channels by the template which is selected.

: Advantech AdamOPC Configurator Yer 3. 01 006 - [CADocuments and Settings\LG T'My Documentsimod busE TU1 md b]
File  Tools About

[y N

B4 Address Space

Neme:  [CHO |
1| ADAMA0GE
(-1 Conversinns Hew y pompton: | | AT
& IT Device Parameters - - .
-4 Simulation Signals addr.: I’1? 7 Location Type
@8] Alarm Definitions Delete S O [ Bit field
“oan | Template trla m
e tempaks = ) 1o Input
Signal: i
ignal: | <Not Lssigned = w O3 e
[ Manual () droooc Holding registers
Valne: | | Modbus Type

(¥ BOOL

Ready ﬁ Objectiz) ST
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Mnultiply Items zl
Setting
First number: |1 = | 0K
Wumeric places: |1 = |
Humber of items: |? = |
Bissic text: CH |
First address: |18 = |
Address increment: |1 = |
Ttemn name:
Wi ddress Space\COM A DAMADSENCHO

Fil: ook About

LD E |\

- ﬂ@ Addres: Space

Wome:  [CHO | Resst

= H il ADAM4DES

Description: | | :
ooy
Start addyr.: 17 - Location Type
ol Coil [] Bit field
[ Simulate

O 1roooc Input

Dev1ce Parameters

"gﬁi“ﬁﬁi?i‘i’ff [IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII LCamel ] i

g Templates

S1gnal
Multlplymg

[T 10

Namme =Mot

[ Generate Alsy \]?) 7 items have successfully inserted!

ez, pretix;

Lamnit & lsrm:

Diigtal Alari Mot Lssigned >

Ready 10 Objectis)

After multiplying the data item, you even more have to set the current edit database as
active database. Then you can monitor the ADAM-4068 by pushing the monitor view
button.
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.m. Advantech AdamOPC Configurator Yer 3.01.007 - [CADocuments and Sethings\LG T\My Documents\modbusE TU1 .mdb]

File | Tools " About
E ] s ADAM Wizard
Seg  SetdctveDatbes | Simulate | Locatoin Type | Starting Address Modbus Type ~
= Multiply No Codl (bit, the) 17 BOOL
: No Codl (bit, th) 18 BOOL =
Optic
o “;O : o Coil (bit, i) 19 BOOL
fad 4 =
; No Codl (bit, th) 20 BOOL v
(mEn
[J§] Weme: |ADiM 4068
Simulate: [ g [ 3
[#-[/]| Conversions Device Type
=) I’r Deevice Parameters e e B - .
-4 Simulation Signal ype: | Micm 84 2| aremeters:
@] Alarm Definitions
s | Templates COptimizations
Bit= 160 | | The numbers indicate how much mnzed data,
L — | can be transferred in one message to merge
Words: i5 | together address that are close but not adjacent.
Timeouts {ms)
Timeonuts to suspend: |3 J
Suspend period: 6000 j
[] Use template
—
Ready 18 Object(s)

Active database confirm dialog

Cument active datebasze i C\Documents and Settings\LG T Documentsmod busE TU2 mdb.
Active databage iz the databage that the server will load when started .

Currently edited databasze iz C:\Documents and Setingsl.G Ty Documentsimod busE T 1 mdhb.

Do apon weant to set edited databage asz active databaze?

5T
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___ Advantech AdamOPC Configurator Yer 3.01.007 - [CADocuments and Sething\L G TiMy DocumenisimodbusE T mdb]

File Tools About

'_’l j! \

=P8 Lddress Space
= COML
= {1l ADAM 4068
Do0

-1 Conversions
[ F Device Parameters
[0 ) Simmlation Bignals

Simulate  Locatoin Type  Sterting Address  Modbus Type )
No Codl (bity tiw) 17 BOOL
Nao Codl (bit, cw) 18 BOOL
D02 Ho Coil (bit, vw) 19 BOOL
WD 2 N el bt cid 70 h=Tatals b
[T -
i i“ Name:  |ADAM_4068
Simulste: [] address: |1 =)
Device Type
Tvpe: | Micm 84 | Paremeters:

@8 Alarm Definitions Ciptimizatinns
] Templates Bitz  [160 | The mumbers indicate how much umsed data
- - | can be transfered in one mesage o merge
Words: |5 together address that are clos but not adjacent.
Timeouts (ms)
Read: IUUU Timeouts to suspend: |3
Write: 1000 Suspend perind |6onoa
[[] Use template
v
Tem ID Value Tunestamp Cuality Subguality Limit
COM1 ADAM_2068.00 0 False 2008/1/25 F 4 05:26.56 Good Not-specific Not Lunited
COML.ADAM_4068.00 1 False 200841125 T4 05:260:58 Good Not-specific Not Limited
COM1 ADAM_4068.00 2 False 200841125 FF 05:26:50 Good, Not-specific Not Limited
COM1 ADAM_4068.D0 2 False 200841/25 T4 05:26:58 Good Not-specific Hot Limited
COM1 ADAM_4068.D0 4 False 200341125 T4 05:26:58 Good Not-specific Not Limnited
COM1 ADAM_4068.D0 5 False 200341125 T4 05:26:58 Good Not-specific Not Limited
COM1 ADAM_4068.D0 6 False 200841125 F4F 05:26:56 Good Not-specific Not Limited
COM1 ADAM_4068.D0 7 False 200841125 T4 05:26:56 Good Not-specific Not Limited
Ready £ Object(s)
.
ADAM-Wizard '~

User can use the wizard to configure the ADAM series product quickly. Take
ModbusRTU OPC Server for example, you have to choose the Port which the ADAM
device is connected firstly. Then select device type and ADAM module. If you select

ADAM-4000 series device type, you can choose the ADAM-4000 modules under combo.
If ADAM-5000 series device type is chosen, you also can configure ADAM-5000 IO
modules in each slot. Then push Next button to the next stage.
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¥ ADAM-Wizard

@ Port: |COM1 w
COM2

Device Type ADAM-A000 Module
Madule:
(%) ADAM-4000 odulk: [ None ..
) ADAM-5000/485 3y R Aot [Nans

() ADAM-S000E

¥ ADAM-Wizard

@ Port |COMI v

Device Type ADAM-4000 Module

Module: | ADAM-4117 v
@ © ADAM-4000 TDAM-A0563
 |iDinianzeso z
| 4DiM-4068

. |ADAM-4069
i ADAM-5000/485

ADAM-4118
 |ADAM-4150
St [ADAM-4168

<

() ADAM-S000E
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¥ ADAM-Wizard

@ Port | COM1 w |

Device Type

) ADAM-4000 Moduls; | ADAM-411

ADAM-5000 Module

) ADAM-5000/85 Slotd: [y Dap-5012 w| Slod: upa-5017 =
EDEM-5017 =
Slotl: | ADAM-5017UH T e
(3) ADAM-5000E
SIot2: | ADAM-5018 v| St |4DaM-5018+
ADAM-5024
. ADAM-5050 w
Sloth: | ADAM-5018+ v | Slof?: TADAM-5081 Z
e, s | [ o

At this step, you could modify the device name, address and timeouts setting. The device
name and address have to be unique at this Port especially. Otherwise, the
communication of OPC server will fail.

¥ ADAM-Wizard

@ Port: |COMI v|
Slot Contfiguration e )
= EJ ADAM_S000E S
§E S0_tdams013 Warme: |ADAM_5EIEIEIE_2
§i S1_AdamS01707 - _
{7 52_idams018 Address: 2 =)
{7 53_adamsS018P
{7 54_adamsS0170
{7 55_adamsS063
{7 26_sdamS069 Timeouts (ms)
{7 27_sdams081 Read:  [1000 | Timeouts to suspend: D
Wite: 1000 | Suspend period: G0000 'I
< |
[Ptep: 24 | <Buok || Wewt> | Finish

You can see the ADAM-5000E slot configuration left. When selecting DIO module like
ADAM-5069, you can configure the MODBUS starting address. The MODBUS starting
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address is default setting following properties of ADAM-5000E. And the data items
configuration is showed.

¥ ADAM-Wizard

.@ Port | COM1 w |

Slot Contfizuration Starting Address
I [ ADAM_S000E Name: |36_Adam5069 Confizc Ml 8
= ig | [o7 2| [contie |
- S0_AdamS013 | | | =) L config
- § $1_4damS017UH | Dataltems Configuration
22_Adam5018
g SE_AdamSDlBP Channel Location Tawpe odbus Type Modbus Lddres
W@ s4_ddamsot7uE | | DOU ox Eeor o
. - Do 1 0x BOOL 98
- 85_Adam5068 DO 2 0X BOOL 99
™ Yoo idams06o Do 3 0x BOOL 100
i 57_AdamS081 Do 4 0x BOOL 101
2 Do 5 0x BOOL 102
DO 6 0x BOOL 102
Do7 0x BOOL 104
< L2

(Step: 2-1 | < Back ” et » Finish

When selecting AIO module like ADAM-5017UH, you even more can configure the

Conversions setting for each channel. Then push Next button to the next stage.

¥ ADAM-Wizard

.@ Port | COM1 w |
slot Cu:m_.figumﬁun Starting hddess
1 i ADAM_SO00E Name: |34_Adam50171TH Confi e
5 12 |33 -~ .
- §f 50_Adam5013 | | | v | [ Contig ]
E‘i 21 _4damS017UH Channe]l Conversions
i g 52_Adam5018 Conversion: Elefaa.ult Linear [] Checkall
- g B3_Adam5S018F = _
g S4_ademsoi7ug | Chemnel [0 | [ Config Config checked
~-N§ 25_adamS068 —
ﬁ S6._Adams5060 Dataltemz Configuration
Ea BT _Adamb081 Channel  Location Tvpe | Modbus Twpe  Modbus Address | Conversion 5
[]aro 4% UINT 33 <ot Assigned
[Jart 4% UINT 34 <Not Azmigned: —
[Jarz 4% UINT 35 <ot Assigned -
[Jarz 4% UINT 36 <ot Assigned -
1 aT 4 A% TITHT T ars Wt hmrd e A z
¢ - | || | &
Step: 2-1 | < Back ] ’ et » Finish
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Finally, the data items configuration overview is showed as list. Click the Finish button to
configure OPC database.

¥ ADAM-Wizard

@ Port: [ CORd1

Devize Information Diatalterns Configuration
Module (Folder)  Channel  Location Type | Modbus Type | Modbus Addre
23_odamS018F  ALG 4% UINT 3l
24 8damS01TUH ALD 4% UINT 33
- ; 84 AdamS017TH AT 1 4% TINT 34
Ero ® | 9T AdamSOITUH AIZ 4 TINT 35
ADAM-5000E 24 4damS0LTUH AL 3 4% UINT i
Device setting: : 84 AdamSO1TUH AT 4 4% UINT 37
Name  — ADAM 24 4damS01TUH ALS 4% UINT 3
SON0E 2 - | 84 adamSOLTUH AI6 4% UINT 39
i 24 4damS01TUH AL7 4% UINT 40 -
Address - 2 55 AdamSOBS  DOO OX BOOL a1
Devize timeout: 25 adamS062 DOl 0x BOOL a2
Read 1000 35 fdams068 DOZ  0X BOOL a3
Writs -1000 95 adamS068  DO3 0X BOOL a4
. _ 85 4damS0R8  DO4  OX BOOL a5 v
Timeonts to Suzpend 3 3z p | 5 =

SO

Tools  About

=

” Nems | Simubte | Fils Name Beud Rate  Bvie Size  Perity Checking | Parity Scheme | Stop Bits

Device Information Datalterns Configuration
‘ Module (Folder)  Channel  Location Type  Modbus Tvpe | Modbuos Adde )
53 _AdamSO1EF  AlG 4% TINT 31
Ievie Tope: Configuration
ADAM-5000E
Device setting:
Nome -~ ADAM_ l“““
SO00E_2 =
Address -2 S5_hdambee  DOO 0K EOOL Bl
Device timeaut: 55_AdemS088 DO 0x BOOL 82
Read :1000 55_AdemS068  DOZ 0x BOOL 83
Weite -1000 55_AdemS068  DO3 0x BOOL 84
; ; 55_AdemS088 DO 0x BOOL 85 b
Timeouts to Suspend :3 ¥ e - | 2 =
[Step: 22 Hext> | Fmsh [ Camal
Ready 2 Object(s)

Then you could see that the device named ADAM_5000E_2 is established by
ADAM-Wizard. You also can modify the detail configuration again certainly after using
wizard.
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Configurator Yer 3.01.00;

Advantech Ad;

\Documents and Se

rALGT\My Documenisimod busE T mdb]

File  Tools  About

) = W Y

=-B8 Address Space Mame Bimulate
=g CoML S0 AdamS013 Mo
i ADAM_S000E = $1_AdamSOITUE o

~82_Adam5018 N

83_AdamS018F  No

— 34 _AdamS017UH No
- 85_Adam5068 N

86_AdamS5069 No

S R7_Adam5081 Ho

| 82 _AdamS018
83_Adam5018F
| 84_AdamS01TUH
| 85_Adam5068
i 6_Adam5069
5 S7_AdamS08L
i comM2
1) Conversions
T Device Parameters

- Simulation Siznals

h' '“i Neme:  [ADAM_S000E_2

Bimulate: [7]
Device Type

Dre et

Crptimizations

Address. [2 a

Paremeters:

Bits: \ 160

Words: ‘5

The numbers indicate how much wimsd dats
can be transferred in one message to merge
together address that are close but not adjacent.

Timeouts {ms)
Read: [1000

| Timeouts to snspend: |37

Alarm Definitions
Write Sugpend d
" T . .
[] Use template
Ready ﬁ Object(s)
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2.4 Using OPC Client (AdamOPC Browser)

The AdamOPC Browser provided with the ADAM OPC Servers, has rapid methods for
connecting your Servers, including Data Access OPC Server and Alarm Event OPC Server. The
OPC Client is able to browse the registry of a PC and display a complete list of all installed
OPC Servers. It also provides real live data feedback and OPC Server browsing capabilities.

Data Access Monitoring
Select OPC DA Monitor node and click right mouse button to add OPC Server.

%, AdamOPC Browser

Wiew  ASbout
‘T2
Aot m— | ORC Server
| Data Access 2 XK ||
=45 Local Servers
= fdvantech AdamOPCDA
Q Advantech ModbusR D4
3§ fdvantech ModbusTCPDA
Q TCONTCE Mod busOPCServer)
E (OPC DaWrapper |
Q OPCHample NET Daferver. W/
Z§ OPCSample OpeDa20Server |
Q OPCRample OpeDalerver
(#-{EE Local Network

|| 4dd OPC Server ||

Ready 10 Object(s) :

User can choose target DA server under local PC or other local network PCs. If you would
like choose the server under local network, you have to make sure the DCOM
communication security setting of OPC server and client between two computers.
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B Server Selector

apecification ! Diata Lccess 3.00 w I

= E Local Servers

A dvantech AdamOPCDA

i E‘ Advantech ModbusE DA
i E‘ Advantech ModbusTCPDA
; E‘ ICOHICE Mod busOPClerver
; E‘ QOPC DaWrapper
; E‘ OPClample HET Dalerver. Wrapped
; E‘ QOPCample OpeDal0ferver
E‘ QOPCample OpeDalerver
E Local Network

Co

After choosing the server, you can add group to create subscription and items of the OPC
server. Then select target group node, the data items states are showed in the right list
view.

A% AdamOPC Browser r;”E”z'
Wiew  Ahout

e

Browser
Data Aecess 2. XK w

= E Local Servers
= fdvantech AdamOPCDA
E Advantech ModbusR D4
3§ fdvantech ModbusTCPDA
23 ICONICE ModbusOPCServer
E (OPC DaWrapper
E OPCRample NET Daferver.
E OPCRample OpeDal0ferver
3 OPCRample OpeDalerver
*-{ZE Local Network

Grroup Name

< | &
Monitor
=% OPC DA Monitor |

Advantech AdamOPCDA

G OFC AE Monitor [ 444 Gwup

Connect

Delete Berver

Ready ﬁ Object(z) =4
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# Add Subscription Hems

= m Advantech ddamOPCDA
=] COM1
-] ADAM 4013
=1 ADAM_4016
0 AlD
3 A00
3 Doo
3 Dol
3 D02
2 D03
=1 ADAM_4052
[ |
e DI
e D2
DI
2 DId
[ )
e DA
&2 D17
-1 ADAM_SO00E
72 BavdRate

2 FileName

7 OubdZtsFlow
2 ParityChecking
72 Paritwicheme
72 EtContol

2 StopBits

55 Create snbscription

Eeep Alive Rate [
Deadband

Hame |AdamGrt:uup |
Lrtive
Update Eate 1000 T

Hem ID

72 «defanlts

22 COM1ADAM _4016.410

2 COM1 ADAM_4016.400
& COMIADAM 4016.D00
22 COM1ADAM _4016.D0 1
72 COM1 ADAM _4016.D0 2
7 COM1 ADAM _4016.D0 2
2 COMI1ADAM_4052.D10

2 COM1 ADAM 4052011

22 COM1.ADAM 4052012

22 COM1.ADAM 4052013

2 COM1 BandRate

2 COM1 Btelize

2 COM1 Bytelize

| Resd Items | [ o || comel |
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]

Item ID Valoe DataType | Timestamp Quality  Subguality  Limat Besult | Active
Defa Aocess 3. KK v || 2 COMIADAM 4016 A10 0.309900900000864 Double  2008/1/22 FOF 06:27:58 Good  Nobspecitic NotLimitd §_OK Troe
5 (& Locel Servers 72 COM1 ADAM 4016 400 0255 Single  2008/1/22 F4F 06:2642 Good  Nobspecific NotLimitd § 0K Troe
" T3 Adventech AdamOPCDA 2 COM1 ADAM_4016D0 0 False Boolken  2008/1/22 FF 06:26:41 Good  Notspecitic MotLimitd 50K Troe
- 2§ Adventech ModbusRtuDA £ COM1 ADAM_4016 DO | False Boolan  2008/1/22 F2F 06:26:41 Good  Notspecific NotLimited §_OK  Troe
- 2 hdventech ModbusTCPDA 2 COM1ADAM 4016002 Fale Booken 2008122 F-F06:26:41 Good  Nobspecific NotLimiled 3 OK  Troe
23 ICONICS ModbusOPClerver? 2 COM1ADAM 4016003 Fale Boolean 200811422 T4 06:25:41 Good  Notspecific  NotLimited S_OK  Troe
- 2§ OFC.DaWrapper 2 COM1ADAM_4052D10 False Boolean 20081422 F9F 062641 Good  Notspecific Mot Limited S_OK  Trme
- 25 OPCRample NET Deferver Wropped | | = Cop(1 ADAM_ 4052011 False Boclean 2009122 FF06:26:41 Good  Nobspecific NotLimited & OE  Tree
- 5 OFCSample OpeDadliServer 7 COMI ADAM 4052012 Fale Booken  2008/122 T 062641 Good  Notspecific HotLimited §_0K  Troe
23 OPCample OpoDaServer 7 COMI ADAM 4052013 False Eoolean 20081122 T4F 06:26:41 Good  Notspecific NotLimitd S_OK Troe
& (Ef Local Netvork 21 COM1 BandRste 9600 Int32 2008/1/22 F4F 06:26:42 Good  Notspecific NotLimitd & OK  Troe
2 COM1 Byleize g Intl6 20081422 F4F 0652642 Good  Nobspecific NotLimikd §.OK Troe
2 COM1 Bytestize 8 Tntifi 2008/1/22 F4F 062642 Good  Notspecific NotLimited §_OK  Troe
Mondtar
= gy OPC DA Monitor
= ZF Advantech AdsmOPCDA
= 7
- @iy OFC AE Monitor
Ready ]j Object(s)

Alarm and Event Monitoring

Select OPC AE Monitor node and click mouse right button to add OPC Server. When some

events occur from OPC AE server, the right list view will receive the newest event

information.

View

2 mi2)

Birowser

Data hooess 2. XE -

=S Lacal Servers
- B3 Advantech AdemOPCDA
-2 advantech ModbusRiuDa
-2 Adventeh ModbusTCFDA
- 23 ICONICS Mod busOPCServer3
- OFC DaVrapper
- OPCiample NET DaServer. Wrapped
- OPCiample OpeDaZ0erver
= OFCSample OpcDaderver
(R Lacal Network

Monitor

(= % OPC DA Monitor
=B Advantech AdamOPCDA
g LdamnGroup
&

Event Time  Seventy  Source

[ 434 OPC Sevver

AckPReq Condition  Messge

Ready

]j Object(s)
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B Server Selector

Specification |A13_m13 and Event 1 XX w |

=F E Local Servers
: E‘ Advantech AdamOPCAE
E‘ Advantech ModbusE oA E
y. 1 AE
----- E‘ ICONICE Mod busOPCEventServers
Local Network
E ARTHURLAPTCP
E LGTRC

View  About
i
Bowser Event Time Severity  Souce AckFey  Condition Message
Date Aooess 3 XX ~|| @ 183240062 500 ADAM_6052.D10 DIGITAL_EXCEPTION. LOT Digitel Alerm
= (2 Losel Servers B 183230062 500 ADAM 6052DI0 ¥ DIGITAL EXCEPTION Defsult LGT Digitel Alerm
"7 Advantech AdemOPCDA B 18:52:31 062 500 ADAM_A052.D1 0 DIGITAL_EXCEPTION. LT Digitel Alerm
- BF Advantech ModbusRiDA & 185230062 500 ADAM_F052D10 ¥ DIGITAL_EXCEPTION Defsult LT Digitsl Alsrm
- 2§ Adventech ModbusTCPDA & 183225062 500 ADAM 6052010 DIGITAL EXCEPTION, LGT Digitel Alerm
23 ICONICS ModbusOPClerver? B 19:3224.062 500 ADAM_6052DI0 ¥ DIGITAL_EXCEPTION Default LT Digitel Alarm
- 2§ OFC.DaWrapper B 123223062 500 ADAM_E052D10 DIGITAL_EXCERTION LG T Digital & larm
33 OPCSample NET Dellerver Wrapped || g 193200082 500 ADAM 6052010 ¥ DIGITAL EXCEPTION Default LGT Digitel Alsrm
- 5 OFCSample OpeDadliServer 193221062 500 ADAM 6052000 DIGITAL_EXCEPTION. LT Digitl Alarm
=5 OFCemple OpeDaferver @ 153210062 SO0 ADAM FNSZOI0 ¥ DIGITAL_EXCEPTION Defarlt LT Digital Alsrm
(R Local Netvork & 183217082 500 ADM 6052010 DIGITAL EXCEPTION. LOT Digitel Alsrm
e HEEA ) WM A0 DL BIGTTAL BACEETION Defen LT Digital Alerm
B EEIN 0 E AT 3 D1 TIGTTAT, BECERTION TET Digtiel dlarm
& 183200082 500 ADAM E052D10 ¥ DIGITAL EXCEPTION Defeult LOT Digitel Alsrm
& 183207062 500 ADAM_6052.D10 DIGITAL_EXCEPTION. LT Digitel Alerm
& 183206062 500 ADAM_FN52D10 ¥ DIGITAL_EXCEPTION Defenlt LT Digitel Alerm
2 183156082 0 ADM_6052.D10 DIGITAL_EXCEPTION.
Mondtar
= §% OPC DA Monitor
= T Adventech AdamOPCDA
e LdamnGroup
=) i) OPC AE Monitor
B Advantech ModbusTCPAE
Ready 10 Object(s)
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Appendix A.

DCOM Configuration for Windows XP SP2

DCOM Configuration and the securities of Windows OS are integrated together. The

advanced security setting of Windows often makes the OPC communication difficulties.

The document describes the following steps that are used to disable these security

settings and make sure that communication can be established. We will take Windows XP

SP2 for example. On basically, the configuration of NT/2000 is similar with XP system

except configuration user interface. Moreover, the Windows Firewall will interfere with

OPC communication between applications on the system. If user would like allowed OPC

applications through the Firewall, the documents are describe the procedure from the

OPC Foundation (www.opcfoundation.org). Otherwise you can disable the firewall for

reducing complicated setting processes.

g Control Panel 1Ol x|
File  Edit Wiew Faworites Tools  Help | #
\_/,l Back - 'J - Lj]. /._ ) Sarch i Folders = x n | v
Address I[} Control Panel j e
& D W W P B v
t, ¥ D Y@ & ETA
Accessibility  Add Hardware add or administrative  Automatic  Dake and Time Display Folder Cptions Fonks
Options Remor, .. Tools Updates
=3 L
T 2 D @ @ b &
i 3 . || e o L
P = @ ) e =R
Gams Intermet Kevboard Mail Malse Mera Ttk Phone and  Power Options
Contrallers Options BurmRights  Connections  Moden ...
.r. f 4 w _.l._ ‘E @ __‘ P@
2 @ B 2 2 ¢ 9 w ¥
Printers and  Regional and AP acanners and  Scheduled Security Sounds and apeech Jystbem
Faxes Language ... Configuration Cameras Tasks Center Audio Devices
A 2 & o
¢
=
Taskbar and  User Accounts | NS Wireless
Start Menu F Mekwork Set...
Canfigure the Windows Firewall 4
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Please disable your firewall.

== windows Firewall x|

General | E:-:u:eptiu:-nsl Advanced

“'our PC iz not protected: turn on bwfindows Firewall

Windows Firewall helps protect wour computer by preventing unauthonzed uzers
from gaining access o pour computer throwugh the [nternet or a netwark.

@ " On [recommended)

Thiz zetting blocksz all outzide zources from connecting ba this
computer, with the exception of those selected on the Exceptions tab.

" Don't allow exceptions

Select thiz when you connect to public nebworks in less secure
lozationz, such as airparts. You will not be natified when Windows
Firewall block s programs. Selections on the Exceptions tab will be
igniored.

@ + 0If [not recommended}

Awoid uzing thiz zetting. Turning off wWindows Firewall may make this
computer more vulherable to viruges and intruders.

Wwindows Firewall is uzing your domain ettings.

wwhat elze should | know about Windows Firewall?

()% I Cancel

Open the DCOM permissions.
Run 2| x|

= Type the name of a program, Folder, docurment, ar
5 Internet resource, and Windows will open it Far you,

Cpen: I DCOMenfg j

K I Zancel | Browse, ., |

Right click on “My Computer” and select “Properties”.
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Component Services = |EI|1|

(@B Fle  Action  Wiew Window Help | == ]
= & [7 : B e, m
& = [F|@E| X 2 7|28 &
DCDnsnle Roat My Computer 4 object(s)
EI@ Component Services
= (1 Compuers B &8 B &
=W Vv Compuker
SRSy Computer COM+  DCOMConfig  Distrbuted  Running

D COM+ Ap Stop M5 BTC pplications Transacki... Processes
M-21 DCoM Cao
-] Distribuke
D Running F Wiew »
- Event Viewer (Local) Mew wWindow from Here
[]--% Services (Local)

Refresh all components

Properties

Help

|O|:|ens property sheet For the current selection,

Check the “Default Properties” as the following setting.

My Computer Properties d |

Default Protocols | MSDTC | COMSecuity |
General I Options Default Properties

v il_E__naI:uIe Digtributed COM on this computer

[~ Enable COM Internet Services on this computer

— Default Digtibuted COM Communication Propertiesz

The Authentication Level specifies securnity at the packet level,

Default Authentication Level:

Connect j

The imperzonation level specifies whether applications can determine
who iz calling them, and whether the application can do operationz
Lzing the client's identity.

Default Imperzonation Level:

| dentify =]

Security for reference tracking can be provided if authentication iz used
and that the default impersonation level is not anonymous.,

[ Provide additional security far reference tracking

(] 4 I Cancel Apply
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Go to the “COM Security” tab page. You have to modify “Access Permissions” and “Launch
and Activation Permissions”. Click on the “Edit Limits” and “Edit Default” under “Access

Permissions”, and under “Launch Permissions”.

My Computer Properties d |

General I Options I Default Properties |
Default Protocols | MSDTC COM Security

—Access Pemizsions

'ou may edit who iz allowed default access to applications. vou may
alzo zet limitz on applicationz that determing their ovn permizsions.

E dit Lirnits...

— Launch and Activation Permizsions

'ou may edit who iz allowed by default to launch applications or
activate objects. v'ou may alzo zet limits on applications that
determing their own permizsions.

Edit Lirnitz. .. Edit Default...

(] 4 Cancel Apply

Ensure that you have allowed Access and Launch permissions to “Anonymous Logon”,
“Everyone”, “Interactive”, “Network”, and “System” as shown below. Make sure that both
the Local Allow and Remote Allow checkboxes are both checked.

Note: Since “Everyone” includes all authenticated users, it is often desirable to add these
permissions to a smaller subset of users. One suggested way to accomplish this is to create
a group named “OPC Users” and add all user accounts to this group that will execute any
OPC Server or Client. Then substitute “OPC Users” everywhere that “Everyone” appears in
these configuration dialogs.
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Security Lirnitz |

Group or uzer names:

ﬁ.ﬁ.NDNYMDUS LOGON

ﬁ Everyone

€7 INTERACTIVE

€7 NETWORK
€3 SYSTEM
Add... | Hemove |
Permizzionz for SYSTEM Al Dery
Local Access O
Remaote Access O

Security Lirnitz |

Group or uzer names:

ﬁ.ﬁ.NDNYMDUS LOGON

ﬁ Everyone

€7 INTERACTIVE

€7 NETWORK
€3 SYSTEM
Add... | Hemove |
Permizzionz for SYSTEM Al Dery
Local Launch O
Remote Launch O
Local Activation O
Fremote Activation O

k. I Cancel
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Browser the OPC server under “My Computer/DCOM Config”. Right-click on it and select

“Properties”.

omponent Services - |E||i|
@ Ele Action Yiew Window Help ‘ =] ]
€& = |E(E| X 2N 2] T2
I:l Console Rook a || DCOM Config 190 object{s)
EI@ Component Services Mame | application 1D -
E'"'%' émh'fl“t?s X & nccstare Class {DESDECDC-1044-4cbc-8405-0C2104
¥ Lomputer & acroPDF {BBAAIE44-3862-490C -BEEA-AC2DZ0—

#- COM+ Applications
: - o & ndobe Acrobat D, {BA0LCAGS-A1FC-11D0-G5A0-444557

=3 .qc Clacs & tdvantech ADAM... {FEDS7D15-FOB1-11D2-88F3-000000C
) & tdvartech Modb..,  {79BB43C0-DDFS-1103-B264-0226CF
s Adohe Acrobat Document # tdvantech Modb..,  {4C972905-1123-1104-AF A4-00S00%

. fdvantech ADAM series OPC Server By Background Intelli, . {69AD4AEE-51BE-439b-0920-B6AE49

b Advantech Modbus Ope Server & Blacked Drivers {PEICO30F-E945-4870-B350-04F CFOI
By Advantech Modbus/TCP OPC Server Wersion 2.0 @CBDtUI’EQPI {7FE39640-9454-4561 -BEBS-03CC24
& Background Inteligent Transfer Service @COI\‘H Event Sysk,.. {4E14FBAZ-ZEZZ-1101-9964-00C04FE
& Blacked Drivers & ComEvents.Coms... {ECABBNCS-7F19-11D2-978E-0000FE
& CapturefPl & ComEvents.ComS... {ECABBOCE-7F15-11D2-978E-0000FE
# COM+ Event System @Cummand line Tri... {797EF3B3-1276-4283-8096- 1E5034E
 ComEvents. Com3erviceEvents ® CoverEdDocFiker  {2AA996C4-560F-4051-896E-E0DCC

% ComEvents. ComSystemAppEventData & CustReq Class 13405860 4-A423-1 1 D2-B943-00C04F
 Command lin Trigger CansLmer @ Ddeserver {66793CC6-1F9B-11D3-GFEG-002015¢
CoverEdDocFiter # Defrag FAT engine  {B0EE4902-33A5-11d1-AZ13-00G0CE;
CustReq Class @ Defrag NTFS engine  {B0EE4901-3346-11d1-A213-0080C8

% DdeServer )
e o _|LI @ dfuicom {FFFAASE1—83F5—4AFE—8190—683Ffi;|
3 1| |

| ) | »

omponent Services ;[Qlﬂ
@ File  Action Wiew ‘Window Help ‘;Iilﬂ
& = @@ X E @] % B =)
v #% Microsoft PowerPaint Presentation ;I ModbusFbu 04 and ModbusPbu AE - 0 object{s)

& Microsoft Publisher Application Mame |
& Microsoft Schedule+ 7.0 application

& Microsoft Script Editor

& Microsoft WEBEM aActive Scripting Event Consurne

& Microsoft WEEM Unsecured Aparkment

&y Microsoft W Provider Subswstem Host J

&y Microsoft Word Document
&y Microsoft RAPIMGr, 1
&y MMC Application Class
N
Mobsync
- Modbusktu D4 and ModbusRiu AE
& Modsca Document
A ModSim Document e Window From Here

View 3

B MouseHook Class
% MSDAINITIALIZE
% MSMCERCFlugin Help
% MSMO
& MSSHED
® Mational Instrunients Yariable Engine
® MeraDigitalExt

® MeroMediaBrowserCore
% hlarnMadizRroaoucari aralh |ninr| _ILI
3

|Opens property sheet For the current selection,

|
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Under “General” tab page, set the “Authentication Level” to “Connect”

ModbusRtu DA and ModbusRtu AE Properties

General I Ll:u:atil:unl Securityl Enl:lp-:uintsl Identit_l,ll

2

— eneral properties of thizs DCOM application

Application Type: Local Server
Connect

Authentication Lewvel:

Local Path:

Application Mame: M odbusRtu DA and ModbuzRiu AE

& pplication 1D: {BAEEE235-4B53-4DRA-A5BF-ER241 22E 3E 2D}

k. I Cancel

&pply

Go to the “Security” tab page. Select “Customize” button. Click on the “Edit” under

“Access Permissions”, and under “Launch and Activation Permissions”.
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ModbusRtu DA and ModbusRtu AE Properties

Ensure that you have allowed Access and Launch permissions to “Everyone”, “Interactive”,
“Network”, and “System” as shown below.
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Security I

Group or uzer names:

ﬁ Ewveryone

€3 INTERACTIVE

€7 NETWORK
€3 SSTEM
Add... | Hemove |
Permizzionz for SYSTEM Al Dery

Local Launch

Remote Launch O
Local Activation O
O

R ermote Activation

Security I

Group or uzer names:

ﬁ Ewveryone

€3 INTERACTIVE
€7 NETWORK
€3 SSTEM

Add... | Hemove |

Permizzionz for SYSTEM Dery

Local Access

Remote Access

k. I Cancel
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Go to the ‘Identity’ tab. You can set which user account you want to sue to run the server.
Click OK to return to the Component Services window.

ModbusRtu DA and ModbusRtu AE Properties 7] x|

Generall Ll:u:atil:unl Securityl Endpoints  Identity |

YWhich user account do you want to uze to run thiz application?

% The interactive user

" The Jaunching user.

" This wser.
[=zer I Browze, |
Bazsword; I
Canfirm passwornd: I

£ Tibe system account [semvices only)|

()4 I Cancel Apply

In the “DCOM Config” folder browse to “OpcEnum”. Right click on it
and select ‘Properties’. Set the setting of “OpcEnum” as the OPC server.

l Component Services = | Ellﬂ
@ File  Action  Wiew  ‘Window  Help | _|5!|5|
& = |[Bm| X720 i E

258 MMT TranscoderOOP ;I OpcEnum 0 objeck(s)
B NMTYEpgPluginXmiTy Hame [
MNMTYServices

MMUIEngine

MNMUIGDIPIus

% NMUTYEKStandard
MNMUPnPServices

MNMYDS

MrVisualizerMas

QOCRSYR 11.0 Object

OlnfoP11

OPC Server Inberface bo Lookout

OPCDema
otkoadr ez b

Outlogk ¢ Mew Window From Here
Cutlook
Paintbrus|
PDFPrevt  Help
& POFPresvHRdlrShirm
% PDFShellnfo Class

[+ PlaybackComponent
D, DR Cacchae it
1 | 3

|Opens property sheet For the current selection, | |

Properties
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If you are using workgroup instead of domains the following steps may need to be taken in
order to establish communication. Please note that these changes may compromise the

security of your system.

Click on “Administrative Tools” under “Control Panel”.

- Control Panel oy ] 4|
File Edit Wew Faworites Tools  Help | 1'{
e Back - .J - l.@ /"j Search i Falders ‘ =Y (¥ x n | v
Address IG‘ Cantral Panel j -_> Go
= = a A
& =¥ D D P B W B
accessibility  Add Hardware add or Automatic Date and Time Display Folder Options Faonks
Options Remov. .. Updates
= = LF = T
2 2 F T @] [ L
" D e L.E@ %
P = o) A
Game Inkernet Keyboard Mail Mouse Mero Tetwork, Phone and  Power Options
Contrallers Cptions BurmRights  Connections Modem ...
X O qEI g (A @ € 3 ) iﬁ;
; / L
Printers and  Regional and SAP Scanmers and  Scheduled Security Sounds and Speech Sysken
Faxes Language ...  Configuration Carmetas Tasks Center Audio Devices
2 82 & <
Taskbar and  User Accounts  Windaws Wirelass
Skart Menu Firewall Metwork Set. ..
|CnnFigure adminiskrative settings for wour computer, S

Click on “Local Security Policy” under “Administrative Tools”.
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File  Edi

Wigne  Faworites  Tools  Help

=10 x|
| ..ﬂ{r

@Back - .\_) - lﬁ

P ) Search 4]

5 Y

Falders ‘ |'._—$‘ (3

Address I{g Adrninistrative Tools

ESE

Cormponent Services
Shortcut
ZKEB

Event Yiewer

Cornpuker Managemenk
Shorkcut

ZKE

1=

Daka Sources (ODBC)
Shorteut
2ZKE

Microsoft JMET Framework 1.1

Shartcuk ! Canfiguration
2KEB Ll Sharkeuk
Microsoft MET Framework 1,1 Performance Services
Wizards Shaorkcut Shiorteut
Shiortcut ZKEB ZKEB
|'u'iew and modify local security policy, such as user rights and audit policies, |1 55 KB | j My Compuker S

Go to “Security Settings/Local Policy/Security Options/”. Right-click on “DCOM: Machine
Access Restrictions in Security Descriptor Definition Language (SDDL) syntax”, and select

" H ”
Properties”.
Local Security Settings =0 ﬂ
i| File Action Wiew Help
> Aalx |2
5P Security Settings Folicy / | securiy Setting | -
(8 Account PoliciEs Accounts: Administrator account status Enabled
=8 Loral PD_I‘E'ES Accounts: Guest account status Disabled
% Audit FTD:‘:V Ficcounts: Limit local account use of blank passwords to console lagon only Enabled
: m ;Iser Rt'g ;stﬁissignmen Ficcounts: Rename administrator account Administratar
CI Pui:llcEiE::; ;’thlel:ns Accounts: Rename guest account Guest
{20 Software Restriction Policie Audlt: Audit the access of global system objects Disabled
E‘l Audit: Audit the use of Backup and Restore privilege

g IP Security Policies on Loca

udit: Shut down system imm

iately if unable to log securil

COM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL) syntax
+ Allow undock without having ta log on

+ Allowed to Format and eject removable media
+ Prevent users from installing printer drivers
: Restrict CD-ROM access to locally logged-on user only

: Restrict Flappy access ta lacally logged-on user only

+ Unsigned driver installation behavior

Domain contraller: Allow server operators to scheduls tasks
Domain contraller; LDAP server signing requirements
Dornaln controller: Refuse machine account password changes

Domain mefmber!
Dornain member:
Dormain memnber:
Dornain member:
Domain member:
Domain member:
Interactive logon
Interactlve logon:
Interactive lmgan

&8tk aractive Innan

D—

Digitally encrypt or sign secure channel data (always)
Digitally encrypt secure channel data (when possible)
Digitally sign secure channel data {when possible)
Disable machine account password changes
Maximum machine account password age

Require strong (Windows 2000 or later) session key

: Do not display last user name:

i Do not reguire CTRLHALT+HDEL

: Message text For users attempting ko log on

+ Messaae Fhe Far nsers abfemnbinn ko lna on

Disabled
isabled

Mot defined
Enabled
Adrninistrators
Disabled
Disabled
Disabled
Silently succeed
Mot defined
Mot defined
Mot defined
Enabled
Enabled
Enabled
Disabled

30 days
Disabled
Disabled

Mot defined

Kk AeFirned = |

|Ooens property sheet for the current selection.
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Click the “Edit Security” button to ensure that “Everyone”, “Interactive”, “Network”, and

“System” are added into the allowed Group or User Names.

DCOM: Machine Access Restrictions in Securi

Template Secunty Policy Setting

=

DCOM: Machine Access Restrictions in Security Descriptar
Definition Language [SODL] syntas

[f the zecurity descriptar iz left Blank, after defining the palicy zetting in the
temnplate, the policy zetting will not be enforced.

2x

Security descriphar;

Edit Securiky.

]9

Cancel | Smply

You also have to edit “Security Settings/Local Policy/Security Options/”. Right-click on
“DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL)

syntax” as above steps.

Local Security Settings - |E||5|
File  Action Wiew Help
=
@ Security Settings r | Security Sething B
&8 Account Poiicies Accounts: Administrator account status Enabled
E'@ Lacal PD_I‘E'ES_ (28] Accounts: Guest account status Disabled
% Audit FTU:':V . Rccounts: Lirnit: local account use of blank passwords to consale logon only Enabled
@ ;lser P:g C:st».ﬂsslgnrnen Atcounts: Renarne administrator account Administrator
= D PuhlitEiE:n :D"EF;EI:HS Atcounts: Rename guest account Euesk
Y . . Audit: Audit the access of global system objects Disabled
(L] Software Restriction Policie N N - N
g IP Security Palicies on Loca | 2 Audit: Audit the use of Backup and Restors privilege Disabled
Audit: Shut down system immediately if unable to log security audits Disabled

OM; Machine Access Restrictions in Security Descriptor Definition Language (SDDL) syntax

Mot defined

finition Langua

+ Allows undock without having to log on

; Allowwed to format and eject removable media

1 Prevent users from installing printer drivers

1 Restrick CD-ROM access to locally logged-on user only
1 Restrict floppy access to locally logged-on user anly

@i Devices:

Unsigned driver installation behavior

Domain contraller: Allow server operators to schedule tasks
Domain contraller: LDAP server signing requirements
Domain controller: Refuse machine account password changes

Domaln membier:
Domain membier:
Domain member:
Domain member:
Domain membier:
Domain membier:
Interactlve logon
Interactive lngan

Interactive logon
N [ I3 | [

Digitally encrypt or sign secure channel data (always)
Digitally encrypt secure channel data {when possible)
Digitally sign secure channel data {when possible)
Disable machine account password changes
Maximum machine account password age

Require strong (Wwindows 2000 or later) session key

: Do not display last user name

: Do nok require CTRL+ALT+DEL

: Message text for users attempting ko log on

+ Mescane bitle Far neere atbemntinn ko lnnnn

Enabled
Administrators
Disabled
Disabled
Disabled
Silently succeed
Not defined
Not defined
Not defined
Enabled
Enabled
Enabled
Disabled

30 days
Disabled
Disabled

ot defined

Rint defined

|Ooens property sheet For the current selection.
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Restrictions in Secu

Template Secunty Policy Setting

DCOM: Maching Launch Restrictiong in Security Descriptar
Definition Language [SODL] syntas

[f the zecurity descriptar iz left Blank, after defining the palicy zetting in the
temnplate, the policy zetting will not be enforced.

Security descriphar;

Edit Security. .. |

Cancel

o |

Apply |

Browse to “Network access: Let Everyone permissions apply to anonymous users”. Right
click on it, and select “Properties” to be “Enabled” state.

=lolx|
File: Help

= |F] %
@ Security Settings
+-8 Account Policies

Action  Wiew

£ | Security Setting

=8 Local Folicies ?::Tzdtes
=8 Audit Policy i
= user l.lights F\ss\gnmen Microsoft netwark server: Digitally sign communications {f client agrees) Disabled
d%blie;::t:ig;fns M\crusuft netwark, server: Disconnect clients when logon hours expire Enabled
{22 Software Restriction Policie Netwurk access: Allow anonymaous SIDYMame translation Disabled
lg IF Security Policies on Loca Netwurk access: Do not allow anonymous enumeration of S4M accounts Enabled
Metwork access: Do not allow anonymaous enumeration of SAM accounts and shares Disabled

o nok allow starage of credentials or \WET Passports For network authentic... Disabled

amed Fipes that can be accessed anonymoushy
Netwurk access: Remotely accessible registry paths
Metwork access: Shares that can be accessed anonymously

COMMNAR, COME
SystemiCurrent
COMCFG, DRSS

Help

Metwork access: Sharing and security madel For local accounts Guest only - local us...
Netwnrk security: Do not store LAN Manager hash walue on next password change Disabled
@Netwurk security: Force logoff when logon hours expire Disabled
Netwurk security: LAN Manager authentication level Send LM & NTLM re...
Netwurk security: LDAP client signing requirements Megotiate signing
Metwork security: Minimum session security For MTLM SSP based (including secure RPC) clients Mo minimunm
Metwork security: Minimum session security For MTLM 55P based (including secure RPC) servers Mo minimun
Recovery consale: Allow autamatic administrative logon Disabled
Recovery consale: Allow floppy copy and access ko all drives and all folders Disabled
Shutdown: Allow system ko be shut down without having to log on Enabled
Shutdown: Clear virtual memory pagefile Disabled
System cryptography: Use FIPS compliant algarithms For encryption, hashing, and signing Disabled
System objects: Default owner For objects created by members of the Administrators group Object creator
System objects: Require case insensitivity for non-wWindows subsystems Enabled
‘ _DI System objects: Strengthen default permissions of internal system objects {e.g. Symbolic Links) Enabled —
K [

|Oper|s property sheet For the current selection.
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Ne

rk access: Let Everyone perm

Local Secunty Setting |

HZErE

" Digabled

Metwork access: Let Everyone permizsions apply to anonymous

21X

o]

Cancel

Apply

Browse to “Network access: Sharing and security model for local accounts”. Right click on
it, and select “Properties” to be “Classic-local users authenticate as themselves” state.

File  Action VWiew Help

Local Security Settings

=8|

- = |

| % B2

@ Security Settings

Policy  /

| Security Setking

|

Network access:

Network arcess!

Mamed Pipes that can be accessed anonymoushy
Remotely accessible registry paths

{18 Account Policies MicmsnFt nebwork client: Send unencrypted password to third-party SMB servers Disablzd
=8 Local PDI'E'ES_ icrosoft network server: Amount of idle time required before suspending session 15 minutes
% EUd‘t:Dt‘? psi Microsoft network server: Digitally sign communications (always) Disabled
] Sser tlg Ost SSIgnmen Mlcrosoft network server: Digitally sign communications (F client agrees) Disabled
ecur ions

£ Public ke :nlicpi'es icrosoft network server: Disconnect clients when lagon hours expire Enabled

i L - letwork access: Allow anonymous SI0{Mame translation Disabled

{1 Softwars Restriction Policie . | on of bed
g 1P Security Policies on Loca Mebwork access: Do not allow anonymous enumeration of SAM accounts Enables

Network access: Do not allow anonymous enumeration of SAM accounts and shares Disabled

letwork access: Do not allow storage of credentials of JMET Passports for networl authenti,.. Disabled

Netwnrk access: Let Everyone permissions apply to anonymous users Enabled

COMNAP, COMNODE, SQLYQUERY, SPOOLSS,LL...
Syskem|CurrentControlSet Controf\ProductOpti, .

Network access: Shares that can be accessed anonymously COMCFGE,DFS$
Netwnrk security: Do nat store LAN Manager hash value on next password change Disabled Properties
@Netwurk security: Force logoff when logon hours expire Disabled e

el
Network security: LAN Manager authentication level Send LM & MTLM responses "

Network security: LDAP client signing requirements Megotiake signing
jetwork security: Minimum session security For WTLM S5P based (including secure RPC) clients Mo minimun
letwork security: Minimum session security For NTLM S5P based (including secure RPC) servers Mo minimun

Recuvery console: Allow automatic administrative logon Disabled
ecovery console: Allow Floppy copy and access to all drives and all Folders Disabled
hutdawn: Allow system to be shut down without having to log on Enabled

Shutdnwn: Clear virtusl memary pagefile Disabled
wskem cryptography: Use FIPS compliant algorithms For encryption, hashing, and signing Disabled
wetem objects: Default owner For objects created by members of the Administrators group Object creator

System objects: Require case insensitivity For non-Windows subsystems Enabled

System objects: Strengthen default permissions of internal system objects (e.q. Symbaolic Lin.., Enabled

Ll
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Metwork access: Sharing and security model for lo d |

Local Security Setting |

Lo Metwaork access: Sharing and secunity model for local accounts

=)

] I Canicel Apply
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